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Summary

On July 8, 2025, Fortinet released a security advisory addressing a critical vulnerability in its
FortiWeb product that would allow an attacker to execute unauthorised code or commands on
the affected systems.

It is recommended mitigating this vulnerability as soon as possible.

Technical Details

The vulnerability CVE-2025-25257, with a CVSS score of 9.6, is due to an improper neutralisa-
tion of special elements used in an SQL command. It may allow an unauthenticated attacker to
execute unauthorised SQL code or commands via crafted HTTP or HTTPs requests.

Affected Products

The following product versions are affected by the vulnerability:

• FortiWeb 7.6, versions 7.6.0 through 7.6.3
• FortiWeb 7.4, versions 7.4.0 through 7.4.7
• FortiWeb 7.2, versions7.2.0 through 7.2.10
• FortiWeb 7.0, versions 7.0.0 through 7.0.10

Recommendations

It is recommended updating affected devices as soon as possible.

Mitigation

It is possible to mitigate this vulnerability by disabling the HTTP/HTTPS administrative inter-
face.
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