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Summary

On October 29 and 30, 2024, QNAP released patches for two critical zero-day vulnerabilities,
CVE-2024-50387 and CVE-2024-50388, affecting NAS devices. These vulnerabilities allow
remote attackers to gain root access and execute arbitrary commands on compromised devices
[1,2].

Technical Details

The vulnerability CVE-2024-50387 in QNAP’s SMB service could allow remote attackers to
exploit the NAS system and potentially gain a root shell [1,3].

The vulnerability CVE-2024-50388 could allow remote attackers to execute arbitrary com-
mands on affected devices [2,4].

Affected Products

CVE-2024-50387

• SMB Service before version 4.15.002
• SMB Service before version h4.15.002

CVE-2024-50388

• HBS 3 Hybrid Backup Sync before version 25.1.1.673

Recommendations

CERT-EU recommends applying updates to the affected devices as soon as possible.
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