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Summary

On October 8, 2024, Ivanti addressed a critical vulnerability in Ivanti Connect Secure and Ivanti
Policy Secure [1].

Technical Details

The vulnerability CVE-2024-37404, with a CVSS Score of 9.1, is an improper input validation in
the admin portal that allows a remote authenticated attacker to achieve remote code execution.

Affected Products

• Ivanti Connect Secure: All versions before 22.7R2.1
• Ivanti Connect Secure: All versions before 9.1R18.9
• Ivanti Policy Secure: All versions before 22.7R1.1

Recommendations

CERT-EU strongly recommends updating affected devices as soon as possible [1].
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[1] https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Connect-Secure-and-Policy-Secure-
CVE-2024-37404
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