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Summary

On September 24, 2024, the WhatsUp Gold team released a security advisory addressing six
vulnerabilities of various severities, the most critical reaching the score of 9.8 out of 10 [1].

Technical Details

No technical details have been release at this time, but the following vulnerabilities have been
listed by the WhatsUp Gold team in their security bulletin [1]:

• CVE-2024-46905: CVSS 8.8/10 (reported by Sina Kheirkhah)
• CVE-2024-46906: CVSS 8.8/10 (reported by Sina Kheirkhah)
• CVE-2024-46907: CVSS 8.8/10 (reported by Sina Kheirkhah)
• CVE-2024-46908: CVSS 8.8/10 (reported by Sina Kheirkhah)
• CVE-2024-46909: CVSS 9.8/10 (reported by Andy Niu)
• CVE-2024-8785: CVSS 9.8/10 (reported by Tenable)

Affected Products

All WhatsUp Gold versions below 24.0.1.

Recommendations

CERT-EU strongly recommends updating affected devices as soon as possible [1].
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