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Summary

On 10th of October, 2022, Fortinet released a security advisory to warn about a critical vul-
nerability (CVSS v3 score: 9.6), tracked as CVE-2022-40684, impacting the FortiOS, FortiProxy
and FortiSwitchManager [1]. The exploitation of this vulnerability allows an unauthenticated
attacker to perform operations on the administrative interface via specially crafted HTTP or
HTTPS requests.

Fortinet is aware of at least one instance where this vulnerability was exploited and hence it is
recommended to remediate this vulnerability with the utmost urgency.

Updates of 14/10/2022

A proof-of-concept (PoC) exploit and a technical root cause analysis for this vulnerability has
been published by the Horizon3.ai security researchers [4].

Technical Details

The vulnerability is due to an authentication bypass via specially crafted HTTP or HTTPS re-
quests on an alternate path or channel vulnerability (CWE-288) in FortiOS, FortiProxy and
FortiSwitchManager. This may allow an unauthenticated attacker to perform operations on the
administrative interface [1].

Affected Products

This vulnerability affects the following Fortinet products:

• FortiOS version 7.0.0 through 7.0.6 and from version 7.2.0 through 7.2.1
• FortiProxy version 7.0.0 through 7.0.6 and version 7.2.0
• FortiSwitchManager versions 7.0.0 and 7.2.0
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Recommendations

Please upgrade to:

• FortiOS version 7.0.7 or 7.2.2 or above
• FortiProxy version 7.0.7 or 7.2.1 or above
• FortiSwitchManager version 7.2.1 or above

Exploitation Status

The PoC of exploitation is ready to be released [2, 3].

Fortinet recommends immediately validating your systems against the following indicator of
compromise in the device’s logs:

user="Local_Process_Access"

Workarounds

If the devices cannot be updated in a timely matter, there are workarounds that address this
vulnerability by disabling HTTP/HTTPS administrative interface OR by limiting the IP addresses
that can reach the administrative interface, until the upgrade can be performed. More details
can be found in the Fortinet advisory [1].
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