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Summary

On June 30, 2022, GitLab released new software versions that fix several vulnerabilities [1],
one of which is a critical remote command execution vulnerability identified cvE-2022-2185
with a CVSS score of 9.9 out of 10 [2].

It is highly recommended to upgrade GitLab servers to the latest available version.

Technical Detalils

The vulnerability exists in the Project Imports feature where an authorised user could import
a maliciously crafted project leading to remote code execution.

Affected Products
The following version of GitLab Community Edition (CE) and Enterprise Edition (EE) are af-
fected:

e 14.0 prior to 14.10.5
e 15.0 prior to 15.0.4
e 15.1 prior to 15.1.1

Recommendations

CERT-EU strongly recommends upgrading all GitLab servers to the latest version as soon as
possible.
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