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Summary

On June 29th, Atlassian published a security advisory for a high severity security vulnerability in
Mobile Plugin for Jira Data Center and Server. The vulnerability allows a remote authenticated
user to perform a full read server-side request forgery via a batch endpoint. This vulnerability
is tracked as CVE-2022-26135. Atlassian rates the severity level of this vulnerability as high,
according to their published scale (7.0 - 8.9) [1,2].

Technical Details

A full-read server-side request forgery exists in Mobile Plugin for Jira, which is bundled with
Jira and Jira Service Management. It is exploitable by any authenticated user (including a user
who joined via the sign-up feature). It specifically affects the batch HTTP endpoint used in
Mobile Plugin for Jira. It is possible to control the HTTP method and location of the intended
URL through the method parameter in the body of the vulnerable endpoint [1].

Products and versions affected

All versions of Jira and Jira Service Management prior to the fixed version listed below are
affected by this vulnerability. Jira Cloud and Jira Service Management Cloud are not affected
[1].

Jira

• Jira Core Server
• Jira Software Server
• Jira Software Data Center

Versions after 8.0 and before 8.13.22 [1]:

• 8.14.x
• 8.15.x
• 8.16.x
• 8.17.x
• 8.18.x
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• 8.19.x
• 8.20.x before 8.20.10
• 8.21.x
• 8.22.x before 8.22.4

Jira Service Management

• Jira Service Management Server
• Jira Service Management Data Center

Versions after 4.0 and before 4.13.22 [1]:

• 4.14.x
• 4.15.x
• 4.16.x
• 4.17.x
• 4.18.x
• 4.19.x
• 4.20.x before 4.20.10
• 4.21.x
• 4.22.x before 4.22.4

Recommendations

Atlassian recommends installing a fixed version of Jira or Jira Service Management to remediate
the vulnerability.

Fixed Versions

Jira Core Server, Jira Software Server, and Jira Software Data Center [1]:

• 8.13.x >= 8.13.22
• 8.20.x >= 8.20.10
• 8.22.x >= 8.22.4
• 9.0.0

Jira Service Management Server and Data Center [1]:

• 4.13.x >= 4.13.22
• 4.20.x >= 4.20.10
• 4.22.x >= 4.22.4
• 5.0.0

Workarounds

If you are unable to immediately upgrade Jira or Jira Service Management, then as a tempo-
rary workaround, you can manually upgrade Mobile Plugin for Jira Data Center and Server
( com.atlassian.jira.mobile.jira-mobile-rest ) to the version 3.2.15 (compatible with Jira 8.3.x -
8.22.4 and Jira Service Management 4.3.x - 4.22.4) or disable the plugin [1,3,4].
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