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Summary

On 25/03/2022, Sophos has fixed a critical vulnerability (CVE-2022-1040) [2] in Sophos fire-
wall product, which allows remote code execution. This vulnerability enables an unauthenti-
cated attacker to gain control over the targeted system. This vulnerability has a score of 9.8 out
of 10 [1].

[Update] : This vulnerability is currently under active exploitation in the wild [3].

CERT-EU strongly recommends to patch this vulnerability as soon as possible.

Technical Details

An authentication bypass vulnerability allowing remote code execution was discovered in the
User Portal and Webadmin of Sophos Firewall and responsibly disclosed to Sophos. The vulner-
ability was reported to the security firm by an unnamed security researcher via its bug bounty
program.

Affected Products

Sophos Firewall v18.5 MR3 (18.5.3) and older.

Recommendations and Workarounds

Sophos released hotfixes that should, by default, reach most instances automatically. “There is
no action required for Sophos Firewall customers with the”Allow automatic installation of hotfixes"
feature enabled. Enabled is the default setting." [4].

Below is the list of products that have their hotfixes ready to be installed:

« Hotfixes for v17.0 MR10 EAL4+, v17.5 MR16 and MR17, v18.0 MR5(-1) and MR6, v18.5
MR1 and MR2, v18.5 MR3, and v19.0 EAP have been published.



 Hotfixes for unsupported EOL versions v17.5 MR12 through MR15, v18.0 MR3 and MRA4,
and v18.5 GA have been published.

o Fix included in v19.0 GA and v18.5 MR4 (18.5.4)

 Users of older versions of Sophos Firewall are required to upgrade to receive the latest
protections and fix.

In order to check if the issue has been fixed, Sophos has published an article on their website

[5].

As a general workaround, it is recommended to protect from external attackers by ensuring that
the User Portal and Webadmin are not exposed to the Internet.
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